VPN Access

Accessing IT4Innovations internal resources via VPN

For using resources and licenses which are located at IT4Innovations local net-
work, it is necessary to VPN connect to this network. We use Cisco AnyConnect
Secure Mobility Client, which is supported on the following operating systems:

. Windows XP

. Windows Vista
. Windows 7

. Windows 8

. Linux

. MacOS

It is impossible to connect to VPN from other operating systems.

>VPN client installation

You can install VPN client from web interface after successful login with LDAP
credentials on address https://vpn.itdi.cz/user
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Login

Please enter your usemame and password

USERNAME: [vop999

Login

Figure 1:


https://vpn.it4i.cz/user

According to the Java settings after login, the client either automatically installs,
or downloads installation file for your operating system. It is necessary to allow
start of installation tool for automatic installation.
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Install] (https://docs.it4i.cz/salomon/vpn_web__install 2.png/@Qimages/c2baba93-
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Security Warning

f%| Allow access to the following application from this web site?
Web Siter  httpsy//vpn.itdi.cz

Application: AnyConnect Secure Mobility Client
Publisher:  Cisco Systems, Inc.

This web site is requesting access and control of the Java application shown above,
Allow access only if you trust the web site and know that the application is
intended to run on this site.

[] Do not show this again for this app and web site, Allow ][ Do Mot Allow ]

| 1) More information

After successful installation, VPN connection will be established and you can



use available resources from IT4I network.

Soubor U Zobrazeni Historie Zalozky Nastroje Napovéd [=] O [t
[ Soubor Gpravy Zobrazeni Historie Zalofky Nastroje Nipovéda S ———

Installation XI =3 1

€ B & hitps//vpn.iti.cz/ CACHE/stc/1/indexhtml || Q Hiedat "E ¥ A A4S

"I"'g' AnyConnect Secure Mobility Client

cisc
7§ WebLaunch Connection
The Cisco AnyConnect Secure Mobility Client has
Platform successfully connected,

" Detection
The connection can be contralled from the tray ican,
circled in the image below:

- Java Detection

& @ 2T oz

- Connected

Download

Figure 3:

If your Java setting doesn’t allow automatic installation, you can download
installation file and install VPN client manually.

After you click on the link, download of installation file will start.

After successful download of installation file, you have to execute this tool with
administrator’s rights and install VPN client manually.

Working with VPN client

You can use graphical user interface or command line interface to run VPN
client on all supported operating systems. We suggest using GUI.

Before the first login to VPN, you have to fill URL https://vpn.itdi.cz/user
into the text field.
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Manual Installation

Web-based installation was unsuccessful. IFyou wish
1o install the Cisco AnyConnect Secure Mobility Client,
you may download an installer package
Install using the link below:

Windows Desktop

Alternatively, fetry the automatic installation.

Download

Installation
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AnyConnect Secure Mobility Client

Web-based installation was unsuccessful. IFyou wish
10 install the Cisco AnyConnect Secure Mobility Client,
you may download an installer package

Install using the link below:

Windows Deskiop

-
Alternativel Otevirani anyconnect-win-3.1.08009-web-deploy-k.exe

Zvolil jste otevirat:
57 anyconnect-win-3.1.08009-web-deploy-k9.exe

<ozje Binary File 3.2 MB)
=z hitpsi//upn.itdi.cz

Chcete tento soubor ulozit?

Figure 5:




Please enter your username and password.
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Contacting
After you click on the Connect button, you must fill your login credentials.
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Contacting

After a successful login, the client will minimize to the system tray. If everything

works, you can see a lock in the Cisco tray icon.
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If you right-click on this icon, you will see a context menu in which you can

control the VPN connection.



Open AnyConnect
Show Connection Notices

VPN Disconnect

About

Quit
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When you connect to the VPN for the first time, the client downloads the profile
and creates a new item “IT4I cluster” in the connection list. For subsequent
connections, it is not necessary to re-enter the URL address, but just select the
corresponding item.
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Contacting
Then AnyConnect automatically proceeds like in the case of first logon.

After a successful logon, you can see a green circle with a tick mark on the lock
icon.
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Succesfull
For disconnecting, right-click on the AnyConnect client icon in the system tray

and select VPN Disconnect.
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